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Achieving M2M solution security is not just desirable – it is also absolutely necessary, but at what 
cost? 
 
Issues and Business Opportunities in Security for M2M Solutions provides a comprehensive 
examination of the challenges and opportunities in M2M solution security, including: 

• An exploration of threat and Risk Analysis, with an assessment of risks for different vertical 
markets and all different applications 

• Introducing new concepts related to a holistic view of solution security, including how to 
make a success from Elements of Security 

• Profiles of 17 leading market players in different parts of the overall value chain, illustrating 
their approach to key security issues 

• Views from the industry on current and future best practices 

• Definitions and projections of revenue opportunities for different segments of the overall 
M2M solution security market to 2018 

• An analysis of the value of security and balancing cost versus risk 

• An exploration of the importance of security standards and regulations: What is happening 
now and what needs to happen next? 

• Assessment of: 

o The impact of emerging M2M solutions crossing multiple domains 

o Moving towards the Internet of Things 

o Emerging influences on security from embedded systems experience 

 

Issues and Business Opportunities in Security for M2M Solutions will be of interest to: 

• M2M solution experts identifying potential for new partnerships/areas where their 
expertise and capabilities can enable new market growth 

• Elements of Security specialists who see the opportunities, obstacles and mechanisms to 
wider adoption of their products 

• System Integrators who see those areas where their capabilities will be in increasing 
demand 

• Risk and Threat Security consultants who see the potential in extending their M2M 
involvement or engaging with M2M for the first time 

• Embedded Systems specialists who can start to map their expertise and products into the 
M2M and IOT spaces 



 
 

• IOT innovators who see strategic security risks threatening the commercial success of their 
products – how they can address these 

• Suppliers of Security as a Service who see threats such as DIY maintenance and accelerating 
opportunities – catalysing new business models 

• Market players in the M2M value chain and the future IOT who can identify business 
opportunities, collaborations and more 

• Market players who see the ways in which standardization is being built and can be 
influenced and utilized 

• Business and strategy developers 
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1.2 The Heart of Security for M2M - and the Focus of this Report

Many of these points emerge from the analysis in this report, but are important 
to understand up-front as they shape the heart of all issues and opportunities for 
Security in M2M.

The points outlined have also shaped what has proven meaningful and valuable 
to report.

There is no single approach to the implementation of Security in all M2M Solutions. 
Therefore no single analysis is complete in itself as a description of present activities and 
future possibilities.

There are different security approaches be-
ing taken by many market sectors to ad-
dress different threats, trust requirements, 
specific needs of verticals, communications 
methods and more in the appropriate ways. 

What is more, many of the better planned 
current security approaches contain valu-
able lessons for planning in the M2M Se-
curity sector.  Hence many vertical market 
sectors can benefit from the expertise of 
security capabilities currently applied in 
other sectors.  

In addition, there are opportunities for im-
provement through commercial relation-
ships, collaborations and acquisitions.  In 
the complex world of security expertise, it 
is often best to rely on established experts 
rather than building all of those capabilities 
internally.

In this report, several expert views and methods are described in the level of detail need-
ed to engage with these opportunities for progress.  Full understandings of those ap-
proaches have been gathered and can be presented where required; in our view, this 
is preferable to creating a large report that presents in detail the entire range of M2M 
security approaches.

Principles to remember:

The highest value of Security is in the 
things that it enables

Without sufficient Security there can 
be no trust and no privacy

Security measures alone can not 
guarantee trust or privacy

Security can enable business success 
(and without it businesses will fail)

As with any weapon of defence or at-
tack, the outcome is dictated by how 
you choose to use it and what you 
are trying to defend or defeat
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especially damaging to businesses where risk-averse clients demand independent 
reassurance of their correct choices in security architecture & capabilities.  In that 
latter case, this market gap can lead to some M2M projects being infeasible.

6.6   DIY for In-House Lower Risk M2M Projects

Some M2M projects with low complexity and lower security risks are being tackled 
in-house by organisations which are relatively inexperienced in M2M.  There have 
been many examples where, given a common approach of ignoring security in the 
project planning stages, even lower security risks have become a potentially dam-
aging threat.  Such risks and threats are likely to increase in coming years, as they are 
increasing throughout the worlds of connected devices.

At the most basic level, there appears to be gap in the understanding and experi-
ence of M2M security issues by these M2M solution builders.  Nonetheless, some 
consultants with extensive M2M and security expertise, such as Nick Hunn of Wi-
Fore, have advocated a systematic approach to this sort of project that has proved 
successful.

Although there is a need to learn how to plan the security architecture of such lower 
complexity M2M products, excellent progress can be made through a security risk 
assessment using RMADS (Risk Management and Accreditation Document Sets). In 
utilising that manual process the architect is effectively asking “What do I need?” in 
all appropriate areas and “What do I need to implement at each stage?”.

This approach based around RMADS has even been made to work for M2M solu-
tions requiring significant levels of security.

6.7  Evaluating & Averting Risk in Installation, Operations and 
         Maintenance Phases

Amongst other complexities, it is important to keep in mind the risks posed to the 
security of M2M solutions by choices and actions taken during all of the installation, 
operations and maintenance phases.

There is evidence of evaluated security risks being invalidated by those actions. 
Evaluating the associated risks with additional focus on these potential actions is 
an essential step, but putting policies and procedures in place to avoid such vulner-
abilities is also needed.

For example, in order to reduce installation costs or to improve installation speed, 
decisions such as retention of default passwords in network connecting devic-
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